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The client is a national integrator of tech-based business solutions 
which include lines of business and data centers. Headquartered 
in San Francisco, the client has 5000+ active clients in the US. 
Through their integrated multivendor technology solutions, they 
offer their services to a wide variety of organizations giving equal 
importance to SMEs and Large Enterprises alike, across hundreds 
of locations. 

The client had their products and services built by employing many 
high-end tech companies. They were facing the following technical 
and business challenges:
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Tools :     

Splunk, Palo Alto, Netwitness, 

ServiceNow, Threat Grid, 

Proofpoint, McAfee, Crowdstrike, 

Resilient.

Asset Inventory :        

CMDB, Peek, McAfee EPO, 

Flipper, SCCM, Infoblox.

A failure in providing support to the end-users who use their 
managed solutions could directly impact the client’s relationship 
with their customers adversely. So they were in dire need to 
manage their support services and also to educate them whenever 
and wherever required. 

Owing to the plethora of support requests flowing in during their 
off hours, the client could not sufficiently manage their L2 and L3 
support activities. They were forced to handle a large chunk of 
alerts and also needed support particularly for early morning shifts. 
This situation demanded the associated personnel to have an in-
depth understanding of the architecture used with respect to the 
products and the technology used. A thorough comprehension 
of the environment/process flow was also crucial to provide active 
monitoring and to triage the alerts which would enable the team 
in issue tracking and resolution. 



The SOC team minimized the business impact by 25-
30% by resolving issues on time. The support offered 
by Aspire enabled the client in seamlessly providing 
support services to their customers while consistently 
meeting their SLAs without any intervention 
during the off hours. It has equipped them with the 
environment that warrants them to be proactive 
against cyber threats and has also enabled them to 
handle 1500+ security alerts every month. Aspire 
also improved the quality of service through regular 
audits and ensured process adherence with respect 
to resource productivity. The impact of the solution 
will also be realized in the future as it has built strong 
security awareness among the employees, thus 
strengthening the adherence to CIA Triad. 

Aspire eased the burden of the client by providing L1 and L2 
support. We were responsible for monitoring the SOC closely, 
and consequently triaging the alerts. Aspire provided support in 
Active Monitoring and worked on the tickets raised for the next 
level of triage. We went the extra mile by providing extended 
support in the evaluation of resilient tickets depending on the use 
cases and severity of alerts and also followed up till closure. In the 
process, we adhered to the pre-defined SLAs with inputs from 
different perspectives based upon analysis and investigations. 

By means of reviewing the SIEM logs, pan logs, and PCAP, 
we performed root cause analysis. On-call support was also 
communicated for issues related to tool functionalities and other 
investigation engagements. Aspire also coordinated with multiple 
teams regarding the issues and their requests. 

During the process, the SOC provided analysis and investigation 
regularly. Aspire, besides contemplating all the security-related 
concerns, also had multiple interactive sessions with the global 
team for remediation.  The process/triage methodology and tool 
usage were documented in the knowledge base. Use case fine-
tuning was done to fill the gaps in the process. 
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Aspire Systems is a global technology services firm serving as a trusted 
technology partner for our customers. We work with some of the world’s 
most innovative enterprises and independent software vendors, helping 
them leverage technology and outsourcing in our specific areas of 
expertise. Our core philosophy of “Attention. Always.” communicates our 
belief in lavishing care and attention on our customer and employees.
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