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THE CUSTOMER

THE CHALLENGE

Our Customer is a security solutions provider, specializing in 
identity management solutions, for businesses and government 
agencies. Serving over 10,000 customers spread across 100 
countries, the customer offers comprehensive data and applications 
security solutions on-premise and on cloud.

As a digital security solutions provider, the customer had built 
several hardware and software security solutions for a wide range 
of functionalities like identity & access management, document 
e-signatures, biometric authentication etc. To extend their 
capabilities further, they were looking for a specialized 
implementation partner to help them build their mobile solutions. 
The requirements that were put forward are:

A mobile app, and an associated desktop solution, to read 
impedance data like ECG & PPG readings from connected 
wearable devices.

The mobile app should be secured with multi-part 
authentication solution embedding biometric detection 
systems.



The team built a native android mobile app to gather and store 
impedance data from the end-user’s wearable devices. The app 
can also simultaneously relay it to the connected desktop 
machine.

The app also allows measuring EEG and PPG data against pre-
entered score and study the pulse differences computed as 
graphs.

For security of the mobile and desktop apps, Aspire's team 
created a 2-factor authentication solution with finger-print and 
face detection mechanism- designed to be used together or 
separately.

The algorithm is built in to send constant success or failure 
notifications to the desktop regarding the match of face and 
finger profiles’ managed by customizable threshold limits. 

The team utilized KeyLemon, a third-party solution offering 
built-in libraries to develop biometric authentication solution in 
mobiles, to integrate customers’ authentication systems in the 
mobile environment. 

Electron, an open source application development platform, 
was used to create the front-end interface of desktop 
applications associated with the app.

To secure the overall transaction between desktop and mobile 
applications, especially against man-in-the-middle attack, the 
team implemented the encryption technique AES-GCM.

The team has also emulated FIDO authentication system 
virtually so that the security advantages of a physical FIDO 
device can be extended to cloud servers as well.

3

4

4

5

6

7

THE SOLUTION Aspire Systems’ mobile development experts took up the project and 
in the first leg, developed an android mobile app and an associated 
windows desktop interface for the customer’s authentication 
solution. 

Apart from commercial applications, as the customer was looking 
forward to expanding the scope of their authentication solution to 
Research & Development operations, they were in need of a 
scalable and secure solution that is capable of managing and 
processing larger volume of user data.

Aspire's team built an 

Android mobile 

application, secured 

with 2-factor 

authentication system, 

to read impedance 

data from wearable 

devices

Solution in detail:

3 A secure backend to collect and preserve user data.

A secure Bluetooth communication system to transfer data 
between the mobile and desktop applications.
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Mobile OS

•  Android SDK

Desktop Application

•  Electron (Built on top of Node js)

Platform

•  Windows 

Backend DBMS

•  SQLite

Desktop Application Mobile  Application

GUI

Face verification
template

GUI Settings

Face enrollment
template and 
verification

Finger enrollment
template and 
verification

Context

Biometric Plugin
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Protocol

Fido Custom

Protocol

Custom Fido

Key

TLS.PSK

Transport Layer

Username +

Master score



RESULTS & ROI

FUTURE IMPACT

By diversifying authentication solutions across desktop and mobile 
devices, the customer can keep expanding the scope of their 
business across larger-scale sections of the security market 
effectively. 

Aspire’s solution to mobilize the customer’s 
implementations has helped them enhance their 
products’ user experience metrics by 90%.

The 2-part authentication solution has ensured 
improved security and functionality by 60%.



http://www.aspiresys.com
mailto:info@aspiresys.com
https://www.facebook.com/AspireSystems
https://www.youtube.com/user/AspireSystemsIndia
https://twitter.com/aspiresystems
http://blog.aspiresys.com/
https://www.linkedin.com/company/aspire-systems?trk=company_name
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