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Quality Engineering and DevOps: A Wealthy Marriage

INTRODUCTION

Business leaders have started realizing the need 
to use quality engineering and have stressed on 
the need to shift from the technological practices 
of quality assurance to quality engineering and 
embed it into the DevOps pipeline. Such focus on 
quality and process has picked up pace among 
companies who have analyzed this trend through 

predictive and prescriptive analytics. There is an 
urgent need for quality engineering as it enables 
automation to be extensively used and also 
certifies developed functionalities which results in 
a faster testing cycle. Quality Engineering along 
with the DevOps methodology is the singular 
method to beat the competition to the market. 

According to an Enterprise Management Associates study,

Experienced revenue 
increases of more 

than 10% and higher 
customer satisfaction

 of organizations that reported 
the interaction between 
Development and Operations to 
be excellent or above average,

92%

10%
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What was present and 
what needs changing? 

The Reluctance

What needs to be done!

QUALITY ASSURANCE VS QUALITY ENGINEERING 

Quality Assurance proposes a defect healing 
process during the latter stages of the software and 
application life cycle which results in having a higher 
Cost of Poor Quality (COPQ) and the time to market 
statistic suffers. Organizations have slowly started 
realizing the consequences of not shifting to quality 
engineering and have started to test more often in the 
form of smaller tests which when compared with the 
infrequent longer tests, are more effective. 

Business leaders are a bit reluctant when it comes 
to test automation and using agile driven tools as 
it involves adequate training of resources as well. 
Companies often go out with a big bang approach but 
the ROI at the end of a testing cycle does not initially 
show for the advantages of the shift from QA to QE. 

Application architectures are very much distributed 
and complex. DevOps methodologies emphasize on 
the collaboration between software developers and 
operations managers and gives visibility to everyone 
in the pipeline. What continuous testing brings to the 
table is it makes the best use of the pipeline and shows 
continuous activity within the enterprise. Testing has to 
be done by more teams including development teams 
at different phases of the DevOps pipeline. 
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Successful companies learn how to adapt to the 
ecosystem in which they are operating in and the 
software services ecosystem highly demands a shift 
left approach as its winning formula. Companies 
have to start integrating their testing formula into 
the DevOps pipeline and do continuous testing as 
they build, validate, deploy and deliver.  Testing as 
they build the service ensures continuous delivery 
at a very early stage. 

TESTING EARLY, 
TESTING ALWAYS!

Source: https://www.qmetry.com/agiledna/
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DIMENSIONS OF QUALITY ENGINEERING

Mobile testing was considered redundant as it 
seemed surplus to requirements as web platform 
was present. However the same can’t be said in 
today’s age when customers are transitioning 
from web to mobile devices and usability and 
integration testing are mandatory.

Application and data testing is where the replicated 
data when tested, creates efficient and quality 
driven software which doesn’t have the need to 
rollback during the latter stages of the life cycle. 

Resolution testing and API Automation testing 
are two other vital forms of functional testing 
where the former covers resolution testing across 
various devices, platforms and browsers and the 
latter is done for securing the application against 
unauthorized users and hackers. API testing is 
mandatory for test automation and continuous 
integration to take place and is the most 
important form of testing.

Non Functional Dimensions of quality 
engineering focus on areas such as performance, 
load, security and usage of multi platforms. These 
tests are a proof of the reliability of the product or 
service and successful test runs ensure higher ROIs. 

Successful deployment is the ultimate result 
for testing. The software used, frameworks 
drawn up and the workflow introduced are 
extremely important towards the testing process. 
Cloud based testing is a booming service and 
its integration with DevOps for successful 
integration and delivery is the most used form of 
testing in the market.

The Functional Domain The Non-Functional Domain

The Tools and Processes

Quality Engineering 

Functional

Non Functional

Tools and Processes There are three dimensions in the domain of 
testing and quality engineering.
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STYLES OF TESTING AT DIFFERENT 
STAGES OF DEVOPS LIFE CYCLE

In Formula 1 racing, the green lights indicate the 
start of the race, while the chequered flag signifies 
the end and the cars take pit-stops in between. 
The development stage is like the green light of 
the DevOps pipeline, the delivery stage is like the 
chequered flag and continuous testing is like the 
pit-stops. In order to reach the chequered flag, the 
pipeline requires the pit-stops. 

Each stage of the DevOps pipeline will have 
different types of testing ranging from standard 

end-user testing to critical, business hampering 
tests. Starting testing at an early stage along 
with the development rather than to wait for a 
stable code base to be built is the way forward 
for software engineering. Phase by phase testing 
through the DevOps pipeline will ensure, the 
addition of new features won’t affect the existing 
functions and features.

Development 

Pre ReleaseFeedback

Integration

Goal: 
Fast Feedback

Approach: 
Small Tests

Goal:
Monitor and Debugging

Approach: 
Business Critical Tests

Goal: 
Stable Build

Approach: 
End to end testing

Goal: 
Deploy Ready

Approach: 
Full Suite Testing  

Quality Engineering and DevOps: A Wealthy Marriage
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Continuous Integration is what leads to effective 

delivery. Functionalities need to be pushed into 

the latter stages of the DevOps pipeline as soon 

as they are defect free to attain CD. In order to 

attain this, there is a particular workflow, which is 

considered as a best practice by the industry. 

Developers and programmers push the code 

for certain functionalities into the development 

environment. There is a smoke test which is 

conducted on certain features once the coding is 

done for them and that can be considered as the 

first quality check post. The first testing process 

filters out and checks for major blocker bugs 

which can threaten to damage the application 

that they are building. 

A CONTINUOUS INTEGRATION WORKFLOW

Once the smoke test suite is completed without 

issues, the same functionality moves to the QA 

environment for a complete regression test suite. 

There is also a UAT test phase and upon successful 

completion, the functionality’s usability can be 

declared as foolproof and it can be moved onto 

the production environment. 

In the case of a failure in any of the test runs, the 

testing process is stopped and the reason for 

arresting the latter testing stages is looked into by 

testers who were working on that particular stage 

once the defects are detected and resolved, the 

testing cycle continues from where it stopped. 

Quality Engineering and DevOps: A Wealthy Marriage



Aspire Systems 09

Start from embedding quality 
right into the early stages of 
development and have a shift 
left approach. CT is required for 
CI/CD and the latter is required 
for a successful DevOps story. 
Testing processes should 
happen in parallel with software 
and web/mobile application 
development. The different types 
of appraisal costs incurred in 
order to control the high level 
of performance of a service and 
prevention costs incurred in 
order to prevent poor quality 
from arising in the product or 
service are essential in the build 
of quality.  

As new functionalities are 
worked on, development and 
testing teams should aim at 
defect free usability during 
the next stage of the DevOps 
pipeline.  Only then can CD be 
reached at a faster rate.  For 
continuous testing to work, it is 
of the highest urgency that the 
company automates when and 
where they can. This provides 
for lesser piling up of defects, 
improved productivity, faster 
test cycles, improved application 
stability and cost savings.

QA TO QE THROUGH THE DEVOPS PIPELINE

According to the World Quality Report 
2017-2018, 43% of businesses found 
the lack of professional expertise in 
testing as the reason for businesses to 
completely move into test automation. 

According to an Enterprise 
Management Associates study, 
manual troubleshooting processes 
going through errors in the 
production environment happened 
to be the biggest bottleneck

43%

Since automation requires 
a high level of expertise, 
companies need to 
extensively invest in the 
resources and software and 
programming experts need 
to become cognizant of 
the testing procedures that 
happen from the building 
to the delivery stage of the 
DevOps pipeline. 

Quality Engineering and DevOps: A Wealthy Marriage
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The cloud platform solves several issues with 
distributed complexities. DevOps methodologies 
give software developers and operation managers 
the ammunition to respond to business needs 
and functional technicalities respectively. 
Organizations sans a cloud based platform 
however have to focus on infrastructure support 
for the different categorizations of testing. 

Cloud testing beats traditional testing when there 
is a high level of test automation required and a 
very short delivery cycle. It also helps when there 
are different and irregular types of testing that 

needs to be tuned and performed based on the 
customer’s needs. 

Cloud testing follows the pay-as-you-use model 
and so there is a 40-60% reduction in costs, 
much of it owing to lack of operational and 
maintenance costs resulting in higher ROIs 
due to the elimination of investments made 
after hardware procurement, management, 
maintenance and software licensing and a faster 
life cycle through rapid procurement, project set-
up and execution. 

CLOUD BASED TEST AUTOMATION 
– THE WORLD OF TAAS 

Develop 
User 

Scenarios

Source:  https://www.ijser.org/researchpaper/Conventional-Software-Testing-Vs-Cloud-Testing.pdf 

Leverage
Cloud
Servers

Design
Test cases

Start 
Testing

Select Cloud
Service

Provider

Monitor
Testing 
goals

Setup
Infra-

structure

Deliver
Results

Quality Engineering and DevOps: A Wealthy Marriage



Aspire Systems 11

Basis Cloud Testing Conventional Software 
Testing

Testing and Execution Time 
On demand test execution by 
third parties

Testing in a software lab before 
its delivery to customers

Testing Environment
Open testing environment with 
diverse resources

A pre-defined and configured 
testing environment

Setting time (Environment) In Minutes In Days

Testing Costs

a) Based on pre-defined Service 
Level Agreement (SLAs)

b) TAAS follows a pay-as-you-
use model

c) Engineering costs in SAAS.

a) Required hardware, software 
and engineering costs. 

b) High Maintenance and infra-
structure cost

Customization
Customizable according to the 
type of testing performed.

Not Applicable

Errors
Automation testing, hence prone 
to less errors and defects are 
found early.

Manual testing present, hence 
prone to more errors and 
defects are found closer to the 
production environment.

Quality Engineering and DevOps: A Wealthy Marriage
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Cloud based testing is being used by small and 
large enterprises for faster and better ROIs. The 
past few years has seen the mammoth rise in the 
number of startups and each young business 
owner is looking at novel ideas that could be 
provided by the cloud platform. 

A major issue that companies face at times is 
when the cloud vendors are not familiar with 
the particular domain where they are providing 
solutions to the company. For example, retail 
solutions are a giant leap away from solutions 
provided for education providers and cloud 
providers need to be familiar with the type of 
platform that retail brands would be looking for.

Security is an important criterion when it 
comes to testing services. Security from hackers 
and the dark web has always put cloud in the 
spotlight over whether it can handle sensitive 
data. Organizations who give their data to cloud 
vendors, want to make sure that their data is not 
in a compromised position. At times, encryption 
of data also does not work effectively for the 
cloud platform and is not considered sufficient 
for the protection of data.

Quality of service is critical as businesses 
are skeptical of moving critical applications 
to cloud and third parties over factors like 
availability and productivity. After transferring 
a major part of the test management suite to 

cloud, organizations would not want delayed 
deliveries.

Integration with other cloud services and 
applications is vital for the cloud platform 
to be completely effective for successful test 
frameworks and solutions. 

Diversity of the test management suite across 
different domains and various geographical 
locations has made it a challenge to understand 
the location and extent of the issue. Assessing 
issues analytically, when taking all the diverse 
components into consideration remains a 
challenge for the cloud platform and for cloud 
vendors.

CLOUD-BASED TEST AUTOMATION

According to the World Quality 
Report, 62% of businesses taken 

into consideration had cloud 
performance related issues.  

Quality Engineering and DevOps: A Wealthy Marriage
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SUCCESS STORY – A LIGHT FOR THE PATH AHEAD

A customer with 40000 employees in over 70 
countries helps governments, institutions and 
individuals through their education services and 
products. They were challenged technically and on 
the business front. 

The customer was faced with a horde of manual 
test cases that needed to be executed in different 
environments with different browsers and devices 
which lacked compatibility. Due to the lack of 
automation testing, time to market was slow and 
revenue generated through the service suffered.

Since there are no blocker issues present during the 
test run, integration suite can be started once the 
regression test suite is completed.’

Integration Suite
The integration suite is completed with 3 browsers 
in parallel and it is uncommon to observe defects 
during this stage.

The Customer Overview

The Challenge

A tried and tested winning 
approach

Smoke Suite
The smoke test suite is done to confirm the stability 
of the software solution through shorter tests across 
7 browsers and 7 devices, all tested in parallel. In 
case of the detection of a major issue, the test suite 
would be aborted; else it would be completed and 
at the same time would give the green signal for 
the Regression suite to start.

Regression Suite
The regression suite is done over the span of 8 
hours where 7 browsers are working in parallel. 

Quality Engineering and DevOps: A Wealthy Marriage
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An automation framework was creating using 
Selenium and TestNG. The base framework for test 
automation was implemented which covered all the 
product lines and it was supported in all browsers 
and devices and in all environments in the DevOps 
pipeline. Scripting was done for each product and 
there was visibility for everyone involved in the 
project due to the embedding of DevOps into the 
company’s organizational structure.

The Aspire’s Framework for Test Automation (AFTA) 
was linked with Saucelabs cloud platform. This was 
aided by the use of a CI tool like Jenkins and Sauce 
on demand plugins and Saucelabs WebDriver test 
matrix. Efficient tests were run and were video 
footage of the test runs was obtained through the 
use of a test publisher, which garnered the entire 
test report. 

The Solution Technical Architecture

There was high test case coverage through 
smoke, integration and regression test suites. 
A total of 25108.8 hours was saved over the 
course of a year. The time taken to automate the 
process was present as it took over 8 months 

for the regression test suite to be automated by 
around 10 resources. However the time taken to 
maintain the process and the maintenance cost 
drastically reduced. 

Result

Quality Engineering and DevOps: A Wealthy Marriage
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Quality Engineering is not possible without automation testing, DevOps and the use of 
the cloud platform. Automation testing requires cognizance of the automation tools and 
proficiency in the same. Companies require each department, development or business to 
know about the finer happenings that take place within a particular project. DevOps is the 
key to that and the successful implementation of DevOps leads to CT. Continuous testing 
is the cause for CI and CD. Early delivery provides more customers and more revenue. 
Augmenting quality engineering into the DevOps pipeline is like a marriage. Investing early 
and heavily results in a lasting, profiting and wealthy relationship.

CONCLUSION

Source:  https://www.aspiresys.com/casestudies/implemented-test-automation-framework-for-the-world-largest-learning-company.pdf

Quality Engineering and DevOps: A Wealthy Marriage
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